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The maturing of traditional markets of United States of America (USA) and western 
Europe together with the rise of the emerging markets, specifically the liberalization of 
China and India and the increased pressure to cut costs have led to tremendous growth in 
international trade1. These increased trade activities have in turn led to the development 
of complex global supply chain structures, which in turn have introduced into supply 
chains of organizations vulnerabilities and risks previously alien to them. The openness 
and complexity of today’s extended enterprise increases the firm’s dependence on a 
global financial, operational and trade infrastructure. For instance, more than 95 percent 
of the largest 2,000 companies in the world have extensive interests, investments and 
employees in China and Japan2. Drastic events like the 9/11 terrorist attacks and the 
resulting losses to firms have been a rude awakening to most organizations and risk 
management and contingency planning have come to the forefront. 
 
Given the complexities of international trade and today’s global supply chains, most 
organizations lack a holistic understanding of their supply chains and the inherent risks in 
it, and are therefore unable to build risk-averse supply chains and put in place 
comprehensive business continuity plans in the event of exceptions. We therefore, 
propose a framework based on case-based reasoning (CBR) approach to build a 
comprehensive decision support system to understand, manage and make informed 
decisions to minimize disruptions to businesses sand resulting impacts. 
 
                                                 
1WTO estimates the value of world merchandise trade flows to be USD 6.4 Trillion in 2003 
2 Gartner 
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Starting with a thorough understanding of supply chain risks and risk classifications as 
well as supply chain risk management (SCRM) techniques currently proposed and used, 
we go on to propose a comprehensive holistic framework and methodology to address all 
aspects of SCRM. We use analytical tools such as “Fault-Trees” and “Cause-
Consequence diagrams” to show how organizations can build and maintain a case-base of 
past and predicted cases of possible supply chain disruptions. We then recommend the 
use of an Integrated Knowledge Based Logistics Provider (IKL) to maintain and manage 
this case-base and make holistic supply-chain decisions both preventive and interceptive.  
 
We then apply the proposed framework to three separate supply-chain disruption 
scenarios, namely - partner failure: supplier disruption and mode failure: port shutdown 
to show how the resulting losses from each scenario can be significantly reduced with the 
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1 INTRODUCTION 
The new era of supply chain management is increasingly focusing on vulnerability 
management and business continuity planning as opposed to mere cost-reduction, which 
was the key focus of most firms in the last few decades. The recent events of large-scale 
supply-chain disruption like the SARS attack in China, the Taiwan earthquake and the 9-
11 terrorist attacks in New York have forced firms to re-think their supply-chain 
strategies.  
 
This chapter provides an overview of the current supply chain management (SCM) 
practices, specifically Supply Chain Risk Management (SCRM) environment. This is 
followed by a detailed definition of the current problems that firms currently face when 
managing risk in their supply chain. We also describe Decision Support Systems (DSS) 
and the importance of knowledge management in the context of supply chain risk 
context. The subsequent sections discuss the objectives and contributions of this research.  
 
1.1 EVOLUTION OF SUPPLY CHAIN MANAGEMENT 
At the beginning of the industrial revolution, manufacturers ruled. Customers were 
starved for choices, and innovation and production prowess was rewarded. Henry Ford’s 
much quoted “You can have it in any colour as long as it is black”, is a classic example of 
the clout that manufacturers had at the time. Manufacturers mostly owned and controlled 
the supply chain, which and they were vertically integrated. Suppliers were mostly local 
and customers were willing to wait for their goods. Service levels were seldom a concern. 
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But, as production processes were standardized and competition intensified, especially 
with the emergence of low-cost and efficient Japanese manufacturers, consumers had 
greater choice. This naturally led to price wars and manufacturers now had to distinguish 
themselves from their competitors through their service-levels. Profitability and margins 
shrank. 
 
As domestic markets got saturated, manufacturers sought other markets. The same trend 
was also seen in the service sector, which serviced these manufacturers. In fact, the 
expansion of global trade in manufactured goods has been one of the most pronounced 
and remarkable economic trends of the last 40 years (see Figure 1.1). As increased 
competition squeezed margins, firms also started looking at alternate ways to cut costs. 
Enter, the era of “Supply-Chain Management (SCM)”. 
 
Over the last decade or so, firms have singularly focused on reducing costs from their 
supply chain. The focus has been to gain operational efficiencies by cutting down on 
buffers and redundancies in the supply chain. This was realized by implementing 
technology at an unprecedented pace; among them were the lean production method, just-
in-time manufacturing, single-source suppliers, and global outsourcing, practices which 





Figure 1.1: Growth in Global Trade (Source: WTO) 
 
Against this background of the drive for low cost, the first core characteristic of global 
sourcing is that it is not ‘adjacent’. Global chains are extended in terms of the time that is 
locked up in the sequential processes of ordering, provisioning, manufacturing and 
shipping. The author’s work for Maersk Logistics [17] showed that there could be many 
parties involved in the execution of the global sourcing transactions, including 
consolidation centres, shipping lines, customs and compliance authorities. 
 
1.1.1 Risks from New Supply Chain Trends and Practices 
 
However, by emphasizing on cost reduction, companies introduced vulnerabilities and 
risks into their supply chains and processes, which were previously alien to them. Some 
of the trends in the industry and practices, that have increased the uncertainty in today’s 
supply chain are described below [35]: 
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  Integration and outsourcing: Streamlining, or outsourcing, activities involve certain 
risks. Depending on the activity being outsourced, the organization exposes itself to 
risks. Apart from obvious risks related to control and quality, firms risk creating 
competition if core processes such as manufacturing (contract manufacturing) is 
outsourced. 
 
According to research provider Gartner, "More than 95 percent of the largest 2,000 
companies in the world have extensive outsourcing interests and investments and 
employees in China and Japan”. The recent political tensions between Japan and 
China are therefore a cause of grave concern for most multinational companies. 
 
 Concentration and globalization: Refers to downsizing or relocation of suppliers 
(single sourcing), production locations and/or sales outlets, with an emphasis on 
greater efficiency and economies of scale. The risks associated with the concentration 
of supply chain partners are obvious - if the partner fails, it could halt the entire 
supply chain even if the partner was not performing a critical function. 
 
For example, a few years ago Toyota had to curtail operations at 20 automotive 
plants, halting the production of 14,000 cars per day when the sole supplier and 
producer of a valve burnt to the ground. The single sourcing of this $5 part was a 
strategy meant to lower costs, but it ended up creating an enormous risk that exposed 
Toyota to financial loss.  
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 More demanding customers: Customers are empowered like never before with 
greater product variety and substitutes and the increased availability of market 
information at their disposal. This is the result of shorter product life cycles and the 
emphasis on continuous innovation and flexibility. 
Increased availability of market information and the presence of greater product 
variety increase the risk to a company from variable customer demand. This is further 
complicated by the need for continuous innovation. 
 
 Dependency on E-commerce: The value of e-commerce, in order to serve the 
customer as efficiently and effectively as possible, and to streamline businesses is 
unquestionable. However, increased dependency on information technology (IT) 
creates various security and control risks. Most organizations today cannot function if 
their e-commerce systems are not working properly. Without a clear back-up plan, a 
technology disaster can have catastrophic results. 
 
 Legislation: Increasing legislative requirements are affecting not only individual 
companies but also entire supply chains, forcing supply chain members to 
collaborate. In order to become, and remain, compliant with regulations, areas like 
product liability, food legislation and environmental policies require new ways of 
remaining competitive. Failure to comply with the law can halt supply chain 
processes and therefore present a risk to the supply chain. 
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Companies however were either oblivious, or unwilling, to take measures to curtail risks 
in their supply chain due to the associated costs. Recent events—terrorist strikes, political 
instability in Third World countries, and shutdown of US West Coast shipping docks in 
2004 — have awakened managers to a risk of grave magnitude, which could stall their 
businesses and cause losses of millions of dollars. This is forcing companies to explore 
alternative means to control and manage risks in their supply chain. 
 
1.1.2 Importance of Supply-Chain Risk Management 
 
 
Recent events have highlighted to companies their exposure to supply chain risks. The 
impact of external and internal shocks on consumers and employees, and on sustaining 
operations is now seen to be, perhaps, more profound than had previously been 
understood [14].  
 
Risks lurk along the entire length of supply chains, and are as diverse as political 
instability, exchange rates, carriage capacity, shelf life, and customer demand. There is 
no small irony in this reawakening to long-standing risks being caused by high-profile 
events such as the attacks of 9/11. Unfortunately, based on statistical probabilities, risk 
managers view events such as 9/11 as an "outlier", an exceptional event; but even so, it 
has spurred a host of defensive reactions. It is impossible to eliminate risk entirely. But 
there are steps that can be taken to mitigate risks while keeping supply chain costs low.  
 
Firms have traditionally thought of risk as the downside hazard of their financial 
portfolios and have concentrated their risk management efforts on hedging their 
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portfolios against loss. Banks considered credit risk as key monitored it closely. 
Conventional means such as insurance and inventory buffer would suffice to mitigate 
these risks in most cases, as the supply-chain networks were vertically integrated and 
geographically restricted. Thus, traditionally, risks have never been perceived in the 
context of key earnings drivers but rather in broad categories each of which was managed 
in a functionally isolated way. What is more, the legal and regulatory landscape has 
undergone significant changes since the 9/11 terrorist attacks and the accounting and 
governance scandals, raising the level of diligence stakeholders expect from senior 
executives, boards of directors, and board audit committees in ensuring the safety and 
continuity of the enterprise.  
 
Capital markets today clearly distinguish between resilient and vulnerable organizations 
and companies must assure steady earnings in order to be valued favorably; a strong 
reason for companies put sound risk management systems in place. 
 
There is now an increasing need to understand and monitor supply chain risks in the 
context of this changed business environment. But risk classification and understanding 
need to be complemented with a means to capture and monitor these risks and most 
importantly, device appropriate contingency plans for risk mitigation that are clearly 
understood and articulated. The “response-time” to trigger a mitigating action against 
supply-chain risks is clearly a key determinant of the magnitude of “losses” incurred. 
Disasters and disruptions to the supply chain are inevitable, what would distinguish 
companies and what would help mitigate the losses, how well planned a company is to 
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mitigate the damage.  Examples quoted in figure 1.2 clearly highlight that impact of 




Figure 1.2: Impact of Supply-Chain Crisis [20] 
1.1.3 Supply Chain Continuity Planning 
 
Market research indicates that only a small portion (5%) of businesses today have viable 
business continuity plans, but virtually 100% now realize they are at risk. Seizing the 
initiative and getting involved in all the phases of crisis management can mitigate or 
prevent major losses.  
 
A Michigan State University (MSU) study commissioned by AT&T has found that 
companies are courting disaster if their business continuity plans fail to ensure supply 
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chain continuity. The findings suggest that supply chains have become increasingly 
fragile. When something does go wrong, the event and the resulting supply chain 
disruption can have a significant, if not catastrophic, impact on the buying firm [9]. 
 
While we have used a similar step-wise and widely accepted approach to our holistic 
framework, our framework concentrates on the specific knowledge management aspect 
of Business Continuity planning (BCP) for SCRM. 
 
1.2 KNOWLEDGE MANAGEMENT IN SUPPLY CHAINS 
Knowledge Management (KM) refers to developing systems and processes to acquire and 
share intellectual assets in a company. It increases the generation of useful, actionable 
and meaningful information and seeks to increase both individual and team learning. In 
addition, it can maximize the value of an organization’s intellectual base across diverse 
functions and dispersed locations.  
 
Knowledge Management maintains that successful businesses are a collection of not only 
products but also of distinctive knowledge bases. Bain & Company believes that this 
intellectual capital is the key that will give companies a competitive advantage with its 
targeted customers. Knowledge Management seeks to accumulate intellectual capital that 
will create unique core competencies and lead to superior results. 
 
Companies use Knowledge Management for four key functions:  
 Improve the cost and quality of existing products or services;  
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 Strengthen and extend current competencies through intellectual asset management;  
 Improve and accelerate the dissemination of knowledge and best-practices throughout 
the organization;  
 Apply new knowledge to improve behavior and encourage faster and more profitable 
innovation of new products.  
 
Extending the same definition specifically to supply chains and supply chain 
management, Knowledge Management in supply-chains is a set of systems and processes 
that enable sharing of intellectual assets (information and expertise) to increase an 
organization’s supply chain competitiveness.  
 
Supply Chain KM is an essential part of SCM and relates to each of the four key 
functions of KM; organizations stand to gain the following from effective knowledge 
management in the supply chain context: 
 Decrease supply chain costs by improve supply chain practices; 
 Increase supply chain competencies within an organization through management and 
dissemination of supply chain knowledge; 
 Reduce deployment time of new supply chain practices; and  
 Reduce supply chain response time through the effective use of knowledge. 
 
From the above, it is obvious that knowledge management is a critical element of SCM. 
A more knowledgeable organization would be able to take faster and more appropriate 
decisions, which are critical to minimizing losses. 
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1.3 MOTIVATION FOR THIS RESEARCH 
 
1.3.1 Supply-Chain Risk Management Problem 
 
While companies would be wise to identify and plan for vulnerability and resilience in 
their supply chains, research has shown that there are few tools that provide analytical or 
methodological support for this task.  
Managing:
Contingency planning and 
knowledge management
Understanding:
Systematic Supply Chain 
Risk Assessment
Applying:
Risk resilient supply chain 
design
• Complex and evolving 
supply-chains
• Diverse and numerous 
risks and risk sources
• Limited supply-chain 
expertise
• Supply chain decision 
making happens in silos
• Limited risk management 
expertise of decision 
makers
• Profitability and risks are 
inversely related
• Lack of decision support 
system 
• Lack of consolidated 
infrastructure and 
resources
Key Steps in 
Supply Chain Risk 
Management
Key Issues
Figure 1.3: Challenges with Supply Chain Risk Management 
The accepted categorization of SCRM is three key steps [33]: 
1. Systematic assessment: Few people in any organization have the visibility and 
understanding of the entire supply chain. But, while assessing risk, it is important to 
consider the supply chain in its entirety, not as standalone processes and practices. 
 
2. Risk resilient supply chain design: It is one thing to understand and profile supply 
chain risks and another to ensure that decisions are made taking these into 
consideration. Organizations need to change the way they have been making supply 
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chain decisions in the past, adopting a well coordinated, integrated decision-making 
process for supply chain management. 
 
3. Contingency planning and knowledge management: Recent disasters have shown 
that contingency planning and quick decision-making can significantly reduce losses 
when supply chain disruptions occur.  
 
However, there are challenges at each of these steps (see Figure 1.3) that make it difficult 
for organizations to accelerate implementation risk-management initiatives: 
 
1. Systematic assessment:  
 Complex and evolving supply-chains: Today’s cost effective practices of 
outsourcing and contract manufacturing have made supply chains of most firms 
extremely complex and ever changing. As manufacturers are looking for short- 
term profitability rather than long-term relationships, supply chains are constantly 
evolving. This makes it very difficult to understand and monitor the 
vulnerabilities in the supply-chain. 
 
 Diverse and numerous risks and risk sources: Stemming from the fact that supply 
chains are complex and evolving, risks and risk sources are equally diverse and 
ever changing. Also, risks cover the gamut of operations, tactics and strategy, 
which have different impacts and decision makers. 
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 Limited supply-chain management expertise: As supply chain management is a 
relatively new area of expertise, and barring a few MNCs such as Dell, Procter & 
Gamble, most organizations still do not have an integrated supply chain decision 
making unit. Even at big organizations, supply chain experts are rarely aware of 
the risks associated with supply chain. Their expertise is mostly limited to cost 
efficient tactical decisions such as Manufacturing Resource Planning (MRP) and 
Distribution Resource Planning (DRP). 
 
2. Risk resilient supply chain design:  
 Supply chain decision-making is silo-ed. To build a resilient and risk-conscious 
supply chain would require supply-chain decision making to be a company wide 
initiative, as different functional units can sometimes have conflicting goals and 
hence supply chain risks. Risks have to be evaluated in totality. Currently, this 
does not happen in most organizations. 
 
 Limited risk management expertise of decision makers: Supply chain planners 
and designers in most organizations have limited understanding of risks and risk 
management practices.  
 
 Risk management is costly: The primary deterrent to implementing risk 
management practices and processes into the supply chains is the fundamental 
driver of most businesses, namely profitability. Risk management comes at a cost, 
and the benefits may not be reaped in the short term.   
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 3. Contingency planning and knowledge management: 
 Lack of decision support systems (DSS): Risk management being a new area in 
supply chain management, firms are still coming to terms with the risks 
associated with their supply chains. DSS for recovery and remediation in case of 
supply chain disruption is hence extremely limited. 
 
 Lack of consolidated infrastructure and resources: As supply-chain continuity 
planning is still in its infancy, firms do not yet possess know-how to set up supply 
chain continuity and risk management infrastructure. 
 
1.3.2 Objectives of Thesis 
 
The objectives of the thesis are related to the supply-chain problems described above. 
From the problems described in section 1.3.1, it is clear that effective supply chain risk 
management must be holistic and integrated [10]. It is critical to look at all three SCRM 
issues in totality. 
The objectives of my thesis are therefore as follows: 
 
1. To understand different risk categorizations and risk management practices in supply 
chain with the aim of systematically categorizing them and identifying the most 
appropriate classification method to use for different supply chain risk related 
decisions; 
2. To develop a holistic framework for a Case Based Reasoning (CBR) based DSS for 
SCRM with the following objectives: 
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• To build a case-base of all possible risks, risk sources and risk outcomes; 
• To build a set of criteria and a framework for risk-adjusted supply chain design 
using the CBR; and 
• To build a framework for supply chain continuity planning in the case of 
disruptions or deviations, using the proposed CBR; 
3.  To recommend a knowledge management system to ensure continuity; and 
4. To study the impact of the proposed holistic CBR based DSS framework on different 
supply chain scenarios. 
 
1.4 OVERVIEW OF THE RESEARCH 
1.4.1 Literature Review 
 
Our research is a novel attempt at proposing a holistic DSS for SCRM with special 
emphasis on risk mitigation, continuity planning and knowledge management. The 
framework recommended in this thesis is based on a Case-Based Reasoning Approach. 
 
The area of supply chain risk management is fairly new, with the earliest article authored 
in 1998 by Paulsson [31]. However these articles have been on the rise since 2001 after 
the 9/11 terrorist attacks. We have classified supply chain research into three areas 
according to the three steps in SCRM – Understanding risks, designing a risk-resilient 





1.4.1.1 Understanding Supply Chain Risks  
 
Most of the research in this area concentrates on understanding the type of risk (one or 
more) in terms of their impact, classifications, and sources. Most of these classifications 
also provide qualitative frameworks to address the particular type of risk. 
 
Supply risk [33][20][34] is the most common type of risk studied, followed by demand 
risk, terrorist risks and natural disaster risks. Zsidin [33] summarizes the research in the 
are of supplier risk. 
 
Expectedly, the area of terrorism risk has been a great deal of interest to industry and 
academicians after the 9/11 terrorist attacks in New York [32]. 
 
Another area of particular interest in supply chain risk management is that of managing 
risks emanating from natural disasters. Martha and Subbakrishna [20] have investigated 
the impact of natural disasters on supply chains such as the earthquake in Taiwan (Sept. 
21, 1999), outbreaks of mad-cow and foot-and-mouth diseases in Europe (Spring 2001), 
and proposed the just-in-case supply chain strategy for unexpected disasters in the future. 
Svensson [29][30] established conceptual frameworks to analyze the vulnerability in 
supply chains.  
 
A few authors [36] and industry organizations have attempted to look at the supply chain 
in totality and have classified supply chain risks. However, these frameworks are not all-
inclusive and there is still a gap in understanding of these risks.  
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 1.4.1.2 Supply Chain Risk Management 
 
There are limited theoretical and analytical models and frameworks addressing the area 
of supply chain risk management. Those that are available also tend to concentrate on 
particular types of risks rather than risk management in totality. 
 
Sanders discuss the Value At Risk (VAR) concept to calculate purchasing risk. 
Viswanadham and Gaonkar [24], in their paper, talk about an analytical framework based 
on a statistical portfolio-modeling tool (Markowitz Model) to minimize deviations in 
supply chains. 
 
In a slightly different area one of the authors has developed a method based on process 
capability indices to minimize operational and performance risk through lead-time 
variance minimization [7]. In addition, there are a few commercial software solutions and 
technology implementations to manage supply chain exceptions and events [2]. 
 
1.4.1.3 Remediation and Knowledge Management  
 
Zsidisin, Ragatz, Melnyk [33], in their paper on supply chain Business Continuity 
Planning (BCP), talk about a framework revolving around Awareness, Prevention, 
Remediation and Knowledge Management. Their approach is and all encompassing, 
broad-based framework for BCP of supply chains.  
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1.4.1.4 CBR for Risk Management  
 
By virtue of the fact that CBR itself is a relatively new concept, it has gained attention as 
an aid in auditing, Information Systems (IS) controls and risk management (O’Leary, 
1992). The use of CBR as a management decision tool is still relatively uncommon. This 
is because supply chain management itself has had several focus changes in the last few 
years. Chaudhary and Yuan [12] have attempted to use CBR more closely in the supply 
chain context. They have specifically discussed using CBR to evaluate 3PLs. They have 
not however, discussed any application of CBR for risk management in supply chains. 
 
While these publications show a growing interest in supply chain risk management as an 
area, most of them are still concentrate on improving the understanding of supply chain 
risks and their impacts. At best, these papers outline a theoretical framework to manage 
supply chain risks, with only a few exploring analytical approaches. 
 
There is clearly a big gap in the area of developing a comprehensive decision support 
system for systematically managing supply chain risks, especially concentrating on 
remediation and knowledge management. This thesis aims to address this gap. 
 
1.4.2 Thesis Approach 
 
This thesis addresses the three key challenges to develop a holistic framework to 
understand, manage and mitigate risks as well as develop a comprehensive decision 
support system for contingency planning. We also discuss specific methods of assessing 
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and identifying risks by using existing analytical tools such as fault-trees and cause-
consequence diagrams to access the impact of each failure. 
 
Our assumption is that most firms are increasingly aware of the vulnerabilities and risks 
in their supply chain. They are also taking precautions and building buffers in their 
supply-chains to reduce the likelihood of failures and disruptions. However, seldom does 
a firm have a systematic approach to managing the recovery and remediation process - 
critical in minimizing the losses when a disruption occurs.  
 
Also critical is the management of this information. A case-base based on both previous 
and predicted failure cases can be used as reference and can save critical decision-making 
time. We discuss specific ways of assessing and identifying risks by using fault-trees and 
cause-consequence diagrams to access the impact of each failure. This together with the 
CBR will give a holistic framework for management of risks in a supply chain. 
 
1.4.3 Organization of the Thesis 
 
The thesis is organized into five key chapters. 
 
Chapter 1 gives an introduction and lays the background for the thesis. After an 
introduction to the area of supply chain management and the current landscape, the 
chapter describes the increasing importance of managing risks in the supply chain with a 
specific section describing the issues facing supply chain risk management. Thereafter, 
the chapter describes the objectives of the thesis in detail. Section 4 discusses literature 
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review and describes the research approach of this dissertation. This chapter lays the 
background for the remainder of the thesis. 
 
Chapter 2 addresses risk management. Beginning with a recommendation for a 
framework for risk & risk classification in the supply chain context, the chapter proceeds 
to describe commonly used supply chain risk classifications in literature. This chapter 
also compares and contrasts the different risk classifications and highlights the most 
appropriate classification for the research objectives of this thesis. Section 2 of this 
chapter outlines widely accepted risk management classifications. The section discusses 
the pros and cons of commonly used risk management practices and conclude by 
introducing decision support systems for the purposes of risk management. The last 
section specifically addresses CBR as a powerful risk management tool in supply chain 
decision-making. 
 
Chapter 3 in this report describes the CBR based DSS system for SCRM that we have 
proposed. After clearly defining the objectives of this DSS system based on the supply 
chain risk management objectives that we defined in chapter 1, Section 3 includes a 
detailed step-by-step plan to build a case-base, which would form the key knowledge 
source for the DSS. Sections 4 and 5 of the chapter describe how to use and manage the 
CBR respectively. 
Chapter 4 applies the recommended framework in chapter 3 to real-world scenarios. We 
have studied three supply chain failure scenarios of an imaginary company A and 
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demonstrated the creation and use of the CBR through fault-trees and cause-consequence 
diagrams.  We then compare the results with and without a CBR system. 
The final chapter summarizes the main conclusions of the thesis and recommends future 
areas of research 
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2 SUPPLY CHAIN RISK MANAGEMENT 
Supply chain risk is defined by the distribution of the loss resulting from the variation in 
possible supply chain outcomes, their likelihood, and their subjective values. Supply 
chain risks comprise risks due to variations in information, material and product flows, 
which originate at the original supplier and lead to the delivery of the final product to the 
end user. Thus supply chain risks refer to the likelihood and effects of a mismatch 
between supply and demand. Furthermore, risk consequences can also be associated with 
specific supply chain outcomes like supply chain costs or quality.  
 
2.1 CHAPTER OBJECTIVES 
This chapter aims to understand the various risk classifications used in literature and by 
the industry, and aims to systematically capture and categorize them. 
 
It is very important to understand the purpose of the risk classification in order to ensure 
that all the fields that are required for future analysis using the data in the classification 
are captured. For example, a classification of risks based on their sources but without 
capturing their impact on the supply chain would not be useful to plan for remedial 
actions. 
 
Furthermore, the chapter discusses various supply-chain risk management techniques in 
use. It explores risk management tools in general and case-based reasoning in particular 




2.2 CLASSIFICATION OF SUPPLY CHAIN RISKS 
2.2.1 Criteria for risk classification 
What is the criteria for  
classifying supply 
chain risks ?
What is the 
purpose of this 
classification
Are these risks 
collectively 
exhaustive?
Do the probability of 
occurrence of all the risk 
events add up to 1?
Is it to identify sources of 
vulnerabilities?
Is it to design a robust 
supply chain?
Is it to make investment 
decisions?
Is it to plan for plan for 
business continuity in the 
event of disruption?
Are any of the risks a sub-set of 
another?
Do they cover intangible 
(predicted) risks?
Are these risks 
mutually 
exclusive?
Figure 2.1: Issue tree for supply chain risk classification 
 
Academicians and industry have proposed many different risk frameworks.  However, 
the following three rules must be kept in mind before using any classification of risk in 
the supply chain: 
 
1. Purpose of risk classification: If the purpose of the classification is to understand 
vulnerabilities in the supply chain of a given organization, it is important to 
systematically capture the “sources of vulnerabilities”. Similarly, if the purpose is to 
improve supply chain design (preventive) to minimize occurrences of risks, it is 
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important to capture not just operational decisions (inventory levels, production 
capacity planning) but also strategic risk related decisions (supplier selection, 
outsourcing). Risk mitigation (interceptive) on the other hand would require a 
thorough understanding of the aftermath of a particular failure and knowledge and 
understanding of all possible contingency plans. The risk classification in this case 
would be based on the impact of the damage from that risk. 
 
2. Collectively Exhaustive: It is also important for the risk classification to be 
“collectively exhaustive”. Meaning the classification used should cover all possible 
risk sources (exhaustive). In probability theory, a set of events is collectively 
exhaustive if at least one of the events must occur for the primary event to take place. 
The probability of collectively exhaustive risk sources should together add up to 
unity. 
 
3. Mutually Exclusive: Mutually exclusive events do not overlap or, when in the same 
classification, should not be a subset of another. Each risk/risk source classification 
should be mutually exclusive in order to allow for a meaningful evaluation of options 
and probabilities. 
 
2.2.2 Sources of supply-chain risks 
 
As shown in figure 2.2, supply chain risks can occur in multiple tiers. Keeping in mind 
the criteria outlined in the previous section, following are some examples of commonly 
















Figure 2.2: Sources of Risks in a Supply Chain 
 
2.2.2.1 Internal risks  
 
These are vulnerabilities arising from internal processes, controls and practices in an 
organization. Mitigation/contingency planning, or the lack thereof, can also be classified 
as internal risk. Breakdown of machines due to improper maintenance stalling 
production, and goods being damaged in the warehouse due to improper controls and 
checks are some examples. The following are the three main kinds of internal risks [36]: 
 
 Processes are the sequences of value-adding and managerial activities undertaken 
by the firm. The execution of these processes is likely to be immediately dependent 
on owned or managed assets and on a functioning infrastructure. Process risk relates 
to disruptions to these processes. 
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 Controls are the assumptions, rules, systems and procedures that govern how an 
organization exerts control over its internal and interface processes. In terms of the 
supply chain these may be order quantities, batch sizes, safety stock policies and the 
policies and procedures that govern asset and transportation management. Control 
risk is therefore the risk arising from the application or misapplication of these 
rules. 
 
 Mitigation is a hedge against risk built into the operations themselves and 
therefore, the lack of mitigating tactics is a risk in itself. Contingency is the 
existence of a prepared plan and the identification of resources that can be 
mobilized in the event of an identified risk being realized. 
 
2.2.2.2 External Risks 
 
These are risks arising from vulnerabilities outside the organizations’ control. As shown 
in figure 2.2, these risks can originate from either the organizations’ immediate supply 
chain, the industry vertical that they operate in, or in the larger context of the 
environment. 
 
1. Supply-Chain Risks:  These are risks arising from the network partners in the supply 
chain. Two most common types of supply chain risks are: 
• Demand risk: the most commonly discussed external risk is the risk 
associated with actual demand deviating from anticipated demand, either on 
the lower or the higher side. It also extends to include new product 
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introductions, which are well documented as an area of significant demand 
risk. Since the impact of demand risk is usually specific to a business context 
and whether the risk stems from excess or shortage of demand, it is essential 
to develop a thorough understanding of demand side risk. It is the risk 
associated with the out-bound side of a supply chain. 
 
For example, demand risk is often headlined as ‘forecast accuracy’ and the 
‘bullwhip’ effect but this is not strictly correct since true demand risk is about 
unforecastable events that are outside the tolerance of the company’s supply 
chain.  
 
• Supply risk: In contrast to demand risk, supply risk is about 
deviations/disruptions in the in-bound supply chain. It is the risk of failure of 
the suppliers of raw material, finished goods or services in a supply chain, 
depending on who is the anchor in the chain or whose risks are being 
evaluated. 
 
Supply risk is the most studied risk in literature as this is the biggest risk to the 
manufacturers in developed countries stemming out of current cost cutting supply 




2. Industry risk: These are risks associated to the industry in which a firm participates. 
For example, the high-tech industry has very short product life cycles, so a company 
can face risks of product obsolescence before the product even reaches the market. 
In contrast to a demand or supply risk, industry risk affects all players in the supply 
chain equally and hence contingency plans are more difficult to put in place and the 
consequences are often more drastic.   
 
3. Environmental risk: These are vulnerabilities beyond the control of the company 
and can affect the company directly, or through supply- or demand-side factors. Since 
the impact can be catastrophic, it is incumbent on the company to plan for mitigation, 
contingency and business continuity. 
 
These are the macro risks as they affect a whole host of supply chains across 
industries and geographies and can affect both supply and demand side. Contingency 
plans for environmental risks are very costly and would require large-scale “disaster 
recovery” type of planning. 
 
2.2.3 Risk planning level 
 
Planning is a crucial activity for any business and spans the entire supply chain. As such, 
an appreciation for risks at the planning stage can prepare a business to handle a number 
of day-to-day risks as well as one-off disasters. Planning risk can be of three types – 
operational, tactical, and strategic [24].  
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1. Operational risks: At the operational level, companies need to be able to handle 
regular minor operating risks and occasional major disruptions. The day-to-day 
deviations on lead-time and variance in quantity due to the bullwhip effect are 
operational level risks and are the most common in organizations. These risks are 
often the best understood and controlled using technology enabled visibility. 
 
2. Tactical risks: These are strategies related to day-to-day activities in the supply 
chain. They can be risks arising from certain operational disruptions and deviations. 
Tactically, companies need to competently plan for redundancy – human, resource, 
logistics and supply organizations.  
 
3. Strategic risks: Strategically, adapting to change and planning for risk mitigation, 
disaster recovery and business continuity is the imperative. These are risks that can 
fundamentally affect a company’s business and business environment. These would 
be with regard to partner selection, investments in capacity and technology, and 
would have long-term implications on the supply chain. 
 
2.2.4 Risk Magnitude 
 
Based on the magnitude of the impact of the manifestation of a risk, risks can be 
classified as deviation (leading to delays in fulfillment of orders), disruption (leading to 
delays and partial fulfillment of orders), and disaster (leading to cancellation of orders 
due to no show). 
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Ideally, a company’s risk identification framework should map the origin of a risk down 
to the impact/magnitude of the risk. An organization’s supply chain decision support 
system should capture all of the risks mentioned above in a systematic fashion. In this 
thesis, we propose a methodology to classify supply chain vulnerabilities, which is all-
encompassing. 
 
2.3 SUPPLY CHAIN RISK MANAGEMENT 
 
Supply chain risk management is defined as “the identification and management of risks 
within the supply-chain and external to it, through a coordinated approach amongst 
supply-chain members, to reduce supply-chain vulnerabilities as a whole” [24].  
 
Deloitte defines Supply Chain Risk Management as, “A structured and synergetic process 
throughout the supply chain, which seeks to optimize the totality of strategy, processes, 
human resources, technology and knowledge. The aim is to control, monitor and evaluate 
supply chain risk, which will serve to safeguard continuity and maximize profitability”. 
[35]. 
 
Broadly speaking, supply chain risk management aims to identify the areas of potential 
risk and implement appropriate actions to contain that risk. Given that risks are inherent 
in all supply chains, there are two general classifications of approaches to managing 





The preventive route to managing uncertainty seeks to reduce the likelihood of 
occurrence of an undesirable deviation or disruption through the design of a robust 
supply chain. The process starts with the identification of possible vulnerabilities in the 
supply chain and then putting in place suitable buffers. Techniques such as root cause 
analysis and fault tree analysis can be used to identify all possible unexpected events 
(also called exceptions) leading to variations in the supply chain. Appropriate buffers can 
then be put in place to mitigate all the predictable vulnerabilities. The preventive 
approach is the most studied form in academics and is used to design robust supply 
chains by using computational models and probability of occurrences. 
 
Some of the most common “preventive” risk management techniques used in the industry 
are [28]: 
1. Inventory: Refers to positioning of inventory in the chain to buffer against the 
uncertainties of demand, supply and operations. With the extended lead times 
associated with long distance chains, there will be more inventories in the chain. But, 
in the context of shortening market lifecycles this inventory may become more of a 
risk than a buffer. Provisioning the chain in anticipation of supply side unreliability 
can easily accentuate rather than mitigate risk. 
 
 Generic material inventory: the company commits to generic materials which it is 
confident can be converted into a number of products or disposed of at market 
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price. This reduces the lead-time to procure material and manufacture the 
products, so increasing responsiveness 
 
2. Capacity pooling/flexible manufacturing (built-to-order, assemble-to-order): 
This refers to the nature of the installed capacity and its ability to respond to actual 
demand. Flexible manufacturing strategies include short scheduling horizons and 
fixed cycle manufacturing programs. But extended global chains are less able to 
benefit from such methods; plants must manage the conflicts of demands from 
various clients, and this means that extended schedules are the norm. In addition, 
declining returns from manufacturing operations due to global overcapacity will 
encourage over-committing capacity and schedule non-compliance. Capacity booking 
with postponed ordering – the company commits to manufacturing capacity for a 
range of products to be made by the vendor. The actual commitment in terms of SKU 
and quantity is made based on the latest forecast just before the run starts. 
 
3. Dual/multiple sourcing: Refers to the balancing of procurement between two or 
more suppliers. Dual sourcing has been a conventional supply side strategy, but this 
has changed in recent years as vendors have operated more collaboratively and 
offered cost reductions for single sourcing. The risks inherent in global supply and the 
challenges in finding and establishing multiple vendors makes the dual sourcing 
approach even less likely, thus increasing long term dependency and hence risk. 
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4. Delayed differentiation (postponement): Refers to postponing the design and 
supply of manufactured parts to make them configurable or localizes them in the 
destination markets. This enables generic parts to be directed to where the demand is 
and avoids product obsolescence. It also reduces inventory levels in the chain as a 
whole. 
 
5. Contracts (Buy-backs, revenue sharing etc): These are agreements between two or 
more parties in the supply chain with the goal of reducing overall supply chain costs 
(risks) the benefits of which would be shared amongst the parties in the agreements.  
In these contracts, the risks are shared between the various parties in the supply chain. 
 
For example, in most supply chains, the retailer assumes all the risks associated with 
the end customer demand while the manufacturer takes no risks. In this case, the 
retailer would be very careful in ordering due to the huge financial implications and 
there can be instances of lost sales due to shortage of stock. If the manufacturer 
shared some of this risk with the retailer through contracts (e.g., buy-back), it could 





The interceptive approach attempts to contain the loss arising from an exceptional 
occurrence in the supply chain. The focus in this approach is therefore to design suitable 
mitigation strategies and alternative supply chain plan in the event of an exception related 
 33
disruption. A very clear understanding of all possible alternatives and a clearly laid out 
decision criteria for choosing one alternative over another is necessary. 
 
In reality a combination of both preventive and interceptive approaches needs to be 
adopted by organizations and network partners in order to manage a robust and cost-
effective supply chain. While prevention is important, each exception in the supply chain 
is unique. Supply-chain disruptions will continue to occur despite preventive measures. 
Hence, robust interceptive measures need to be put in place. 
 
2.3.3 Analytical approaches 
 
• Mathematical planning models/ Financial Engineering tools 
Mathematical planning models can be employed to select and schedule processes and 
partners such that the overall supply chain is designed to be robust to internal and 
external stimuli. In particular, portfolio optimization models commonly applied in 
finance can be used to select a portfolio of suppliers such that the total supply chain 
cost variability and the consequences from supplier non-performance are within 
manageable limits; this is demonstrated in the later sections of this paper. In addition, 
recent work in the area of robust optimization can also be used to generate supply 
chain solutions that maintain their optimality under minor deviations in 
environmental conditions. 
• Adaptive Control 
A multi-level adaptive control model can be built that continuously reconfigures the 
supply chain such that the difference between the actual and desired performance of 
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the supply chain is minimized. The first level of an adaptive control system can be 
developed from a mathematical program-based supply chain planning model that 
determines optimal supply chain configurations and production and logistics 
schedules; these are then adhered to by the various participants on the supply chain. 
The performance of these participants is monitored and input to the second-level of 
the control system which then reconfigures parameters governing the first-level of the 
control system to provide better-designed plans that fall within the performance 
requirements expected from the entire supply chain. Mathematical programming 
models can be used to build the second-level of the control system. One such model 
might attempt to identify the optimal manner and location to add and deduct capacity 
from the supply chain such that the overall lead-times and work-in-progress 
inventories lie within certain specified limits. Neural networks can also be employed 
to build the second level of the control system. The ensuing adaptive planning models 
will allow supply chains to respond in an agile manner to internal and external 
performance deviations. 
 
2.3.4 Qualitative tools  
 
There are numerous qualitative approaches to risk management, which do not use 
mathematical/analytical tools but systematic logic to understand and manage risks. Table 
2.1 describes the key advantages and disadvantages of qualitative and quantitative risk 
management tool. 
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  Advantages Disadvantages 
Quantitative  Can be applied to all asset and risk 
types 
 Can be quantified and are hence 
more tangible; can be used to make 
management decisions  
 Cannot accommodate qualitative 
aspects of decision making, which 
can be crucial 
 Short sighted, as monetary benefits, 
rather than long term strategic 
benefits, are given priority 
Qualitative  Allows capturing of intangible 
constraints and allows for human 
judgment 
 Also easy to develop, use and 
understand 
 Prone to subjective human judgment 
and hence give in-consistent results 
 Cannot be used to make cost-benefit 
decisions 
Table 2.1: Comparison of quantitative and qualitative risk management tools 
 
2.4 DECISION SUPPORT SYSTEMS 
A support system that facilitates, expands, or enhances a manager's ability to apply one or 
more kinds of knowledge is called a decision support system (DSS). DSS are interactive 
computer-based systems intended to help decision makers utilize data and models to 
identify and solve problems and make decisions. DSS help managers/decision-makers 
use and manipulate data; apply checklists and heuristics; and build and use mathematical 
models.  
A DSS has four major characteristics:  
 Incorporate both data and models;  
 Designed to assist managers in their decision processes in semi-structured (or 
unstructured) tasks;  
 Support, rather than replace, managerial judgment; and  
 Improve the effectiveness of management decisions 
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2.4.1 Rule-based Expert Systems (RBES) 
 
A subset of DSS systems that can be effective in handling exceptions in supply chains are 
Rule-Based Expert Systems (RBESs) that initiate exception management processes in the 
face of disruptions. A rule is a formal means of specifying a recommendation, directive, 
or strategy, expressed as “IF premise THEN conclusion”.  
 
For example, if a supplier is unable to fulfill an order within the agreed time period, a 
decision support system for the manufacturer can analyze alternative options, such as 
securing supplies from other suppliers or the market or postponing the delivery of the 
final product. This technique tends to be interceptive in nature. 
 
 
2.4.1.1 Case Based Reasoning (CBR) 
 
In case-based reasoning (CBR) systems expertise is embodied in a library of past cases. 
Each case typically contains a description of the problem, plus a solution and/or the 
outcome. The knowledge and reasoning process used by an expert to solve the problem is 
not recorded, but is implicit in the solution. CBR is an approach to problem solving based 
on the retrieval and adaptation of cases; CBR systems are a particular type of analogical 
reasoning systems, which nowadays have an increasing number of applications in 
different fields and specialized software products. 
 
To solve a current problem, it is matched against the cases in the case base, and similar 
cases are retrieved. The retrieved cases are analyzed to suggest a solution, which is 
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reused and tested for success. If necessary, the solution is then revised. Finally the current 
problem and the final solution are retained as part of a new case.  
 
Many people prefer case-based reasoning because they are more comfortable with 
examples rather than conclusions separated from the context. A case library can also be a 
powerful corporate resource, allowing everyone in an organization to tap into the 
corporation’s case library when handling a new problem.  
 
CBR systems are essentially “learning” systems - each time a new experience is captured 
it is incorporated into the case-base as a reference for future problems - a model 
analogous to how people solve real life problems, enabling incremental and sustained 
learning. 
 
Many conventional search engines use categorization schemes, but none have the benefits 
that stem from using the CBR strategies for computing similarity measures and 
determining information gain. In addition CBR systems can also employ rules for 
completing cases and for adapting cases. These benefits have resulted in a number of 
impressive CBR-based knowledge systems that consistently demonstrate retrieval of 
relevant results from queries. 
 
All case-based reasoning methods have in common the following process:  
1. Retrieve the most similar case (or cases) comparing the case to a library of past 
cases;  
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2. Reuse the retrieved case to try to solve the current problem;  
3. Revise and adapt the proposed solution if necessary; and 
4. Retain the final solution as part of a new case.  
CBR systems differ basically from other rule-based systems in that the user does not need 
to know how to solve a problem, only to recognize if a similar problem was solved in the 
past. If so, the CBR system can be used instead of a RBES to easily solve this problem.  
 
Furthermore, although some consider CBR as rule-based reasoning (RBR) with very 
high-level rules, there are real differences between CBR systems and RBR in that: 
 Partial matching: in the CBR system many cases cannot be matched exactly in all 
details. Patterns may be used to recognize and store generalizations about cases, but 
they are not themselves considered to be cases. Furthermore, partial matching will 
lead to case adaptation; 
 Adaptation: If the customer believes that the solution has not completely met his 
requirements, they may require certain features of the solution adjusted. In this case, 
the user has to decide which details to ignore, which to replace, and which to retain 
for case adaptation. Further, partial matching implies adaptation. If none of the 
current cases can be matched exactly, case adaptation will be required to resolve 
discrepancies; 
 CBR does not require an explicit domain model and so elicitation becomes a task of 
gathering case histories to a certain extent; and 
 Implementation is reduced to identifying significant features that describe a case, an 
easier task than creating an explicit model. 
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2.4.1.2 Use of CBR in SCRM 
 
According to literature some of the characteristics of a domain that indicates that a CBR 
approach might be suitable include the following five key points:  
1. Records of previously solved problems exist; 
2. Historical cases are viewed as an asset which ought to be preserved; 
3. Remembering previous experiences is useful; 
4. Specialists talk about their domain by giving examples; and 
5. Experience is at least as valuable as textbook knowledge. 
Given that all five of the above characteristics are applicable to a supply chain risk 
management decision-making context, especially for contingency planning, CBR is a 





3 SUPPLY CHAIN RISK MANAGEMENT USING CBR 
3.1 INTRODUCTION 
In the previous chapters we established the need of a knowledge management tool for   
supply chain risk management.  We also established the possible use of CBR as a 
powerful tool for supply chain risk management. In summary, the following were the key 
incentives behind choosing CBR for the SCRM decision- making framework: 
 
1. Supply chain decision-making is experience intensive: As the number of 
experienced people who understand all aspects of supply chain and the risks 
associated with it are extremely limited in any organization, there is a need to 
capture this knowledge. 
2. Problems are not fully understood: Risks associated with supply-chains are yet to 
be fully understood and classified. And once understood, these need to be captured 
systematically so that knowledge can be transferred. 
3. There are a lot of exceptions to the rule: Each organization has a unique supply-
chain and what solution works for one organization is never directly applicable to 
another. There is a need for human judgment, which a CBR allows. 
4. Capturing and transferring of knowledge is critical: As mentioned, very few 
people in the organization have a proper understanding of the whole supply chain; 
there is therefore a need for a “corporate knowledge management system”, which 




 3.1.1 Chapter Objectives 
 
This chapter aims to propose a CBR based holistic SCRM framework. We start by giving 
an overview of the proposed DSS and the key objectives of the system. The proposed 
novel, holistic approach to risk management encompasses all the three objectives of 
SCRM described in chapter 1. 
 
The chapter then goes on to describe the three basic steps with any CBR system in the 
context of our framework – creating, using and managing a case-base. We describe in 
details how to systematically create a case-base using both past and predicted cases using 
commonly used decision support and analysis tools. 
 
In the final section we explore concept of an “integrated knowledge based logistics 
provider” to manage and maintain the proposed case-base. 
 
3.2 OBJECTIVES OF THE PROPOSED FRAMEWORK 
 
Figure 3.1 shows the three key objectives of our proposed SCRM framework. They are 
described in details in this chapter. 
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Manage consequences of 
undesirable events in the 
supply-chain 
(Interceptive approach)
Create a comprehensive knowledge 
base of all possible failure 
events




Contingency planning for timely 
recovery and remediation
Understanding:
Systematic Supply Chain Risk 
Assessment
Applying:
Risk Conscious supply chain 
management
Key Objectives of 
Supply Chain Risk 
Management





Figure 3.1: Key Objectives of the Proposed Risk Management Framework 
 
3.2.1 Create a CBR 
 
Creation of a comprehensive knowledge base of all possible failure events, their sources 
and outcomes is the first objective of our proposed DSS. We describe a methodology to 
systematically understand all the vulnerabilities in a given supply chain. Knowledge 
representation is a key objective of our proposed framework. The intention is to make the 
knowledge base usable in both preventive i.e. design of robust supply chains as well as 
interceptive i.e. business continuity planning in the SCRM context.  
 
The most important element in a CBR system is the case base itself. This is a repository 
of past problem and solutions and is the basis for the whole reasoning process. As such, 
the way in which a case is represented is critically important for CBR, just as knowledge 
representation is in KBSs. For example, a good case representation will allow the 
important features of the problem to be identified. It will also promote the effective and 
efficient search of the case base [1]. 
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The case representation process is one of the most fundamental phases in designing a 
CBR system. The case representation should contain all information that describes a 
situation that has a direct impact on the outcome or the solution of that situation [18]. 
Depending on the complexity of the situation, cases can be represented in a flat form or a 
complex or hierarchical form or in other structured manners. 
 
 
However, there is a difference between the traditional definition of a case-base used in 
CBR systems and the case-base in our proposed solution – case-bases are typically 
created based on historically data of past events. As described in the previous chapter, 
troubleshooting using CBR is precedence based. It assumes that the reported event or a 
similar event has occurred before and the solution to the problem is known. However, 
apart from historical cases our proposed framework also incorporates predicted cases, 
derived based on a systematic, analytical approach (described in section 3.3).  
 
3.2.2 Build a resilient supply chain 
 
Typically, CBR systems are used for interceptive techniques i.e. to find solutions to a 
current problem in a time critical environment. However, we propose the use of the CBR 
together with certain analytical tools to design preventive measures to contain 
undesirable events in the supply-chain. This would therefore require capturing of the 
sources of vulnerabilities in the supply-chain apart from the consequences and 
remediation options. The key vulnerabilities can then be identified and suitable buffers 
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and processes put in place to minimize the probability of failure of the source. We will 
not describe this in detail in this thesis. 
 
3.2.3 Manage Consequences of Undesirable Events 
 
The key purpose of a CBR as described in chapter 2 is for efficient and effective decision 
making to manage consequences of disruptions. As such, supply chain contingency 
planning is the primary objective of our framework and the key motivation behind the use 
of CBR as the base for our framework. We aim to propose a systematic methodology to 
use and manage consequences from supply chain failure using the “supply-chain risk 
case-base”. 
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3.3 CREATING A CASE BASE 
Step 4 b: Using “cause-
consequence” diagrams identify 
all possible remediation options
Step 2: Classify and map out key 
failure events
Step 3 b: Using root-cause 
analysis, identify all possible 
causes of the event
Step 3 a: Using past cases and 
experience identify all 
possible causes of the event
Step 4 a: Using past cases and 
experience identify all 
possible remediation options
Step 5: Input into Case-Base
Step 4 c: Identify impact of 
consequential even
Step 3 c: Identify key features 
and probabilities
Step 4: Identify mitigating options
Step 3: Identify failure cause
Step 1: Define key failure events
 
Figure 3.2: Proposed approach to creating a case base for supply chain risk management 
 
As shown in figure 3.2, we recommend the following systematic 5-step approach to 
create a case-base of past and predicted cases to capture exceptions in the supply-chain: 
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Step 1- Define Key Failure Events: In order to systematically understand supply chain 
risk, organizations first need to define supply chain exceptions or failure event.  
The objective of supply chain management is to ensure: 
“The right product in the right quantity reaches the right customer, at the right time and 
right place”.  
Therefore, anytime the supply chain deviates from the above, we can define it as a failure 
event. That is if the product is wrong (quality or type) or it is not in the correct quantity or 
it is delayed or it is delivered to the wrong place, we can classify it as a supply chain 
exception. Once this definition is clear, we can proceed to classify the exceptions in the 
supply chain. 
 
Step 2: As supply chains grow increasingly complex, exceptions can occur at any step. In 
order to capture the possible failure events in the supply chain in a mutually exclusive 
and collectively exhaustive manner, we propose the following approach:  
 
1. Divide the supply chain network into simple two-node chains 
2. Define the primary objective of each two node connection - the failure of the primary 
objective of each step can be treated as the primary failure event 
3. The secondary failure is the specific failure type as defined by step 1 
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S 1 M C
Node 1 Node 2 Node 3
Supply Order Fulfillment
Figure 3.3: Simple 3-node supply-chain to illustrate creation of a case-base 
We can use the simple three-node linear example in figure 3.3 for the identification and 
classification of supply chain failure events (see Table 3.1). 
1. The illustrative supply chain can be divided into two chains of two nodes each 
2. The primary failure events are the objectives of each step of the chain. Objective of 
step 1 (node 1-node 2) is “To have raw materials for production”. The shortage of raw 
materials for production is hence the primary failure event in this step. 
3. The secondary failure events have to be captured exhaustively in the case-base 
C cancels the orders in the last minuteOrder for C not fulfilledNode 2 to Node 3
Order Fulfillment
Delivery of goods is delayed
Goods delivered partially
Goods not delivered
Shipment delivered to plant B instead of plant A 
(wrong place)
Partial shipment (Wrong quantity)
Raw materials are delayed
Raw materials cannot be suppliedShortage of raw-materials for 
production 
Node 1 to Node 2
Supply
Primary Failure Event Secondary Failure EventsSupply-Chain 
Function
 
Table 3.1: Classification of failure events in a simple supply chain 
 
Failure events can be classified based on various criteria that might be used for future 
case classification. We propose the classification of the failures based on the supply chain 
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functions represented by the two-node approach as described above, followed by the key 
failure event description. 
 
Judgment based on experience ought to be applied while identifying and classifying the 
secondary failure events. Here, historical data can be used as a sanity check. Events can 
be classified based on the most likely secondary event or the most serious failure type 
(high probability, high impact). This rule can then be applied to reduce search time. 
However in order to do this, steps 3 and 4 will need to be performed first. 
 
Step 3: Once the failure events have been captured and classified exhaustively, we then 
proceed to identify the failure source for each of the events that we have identified. Again 
this is a combination of historical data, expert opinion and supply chain knowledge. The 
historical data act as a validation point and experts can tell the likelihood of a certain 
failure type or failure source occurring. 
0.4Supplier sent wrong quantityPartial shipment (wrong quantity)
0.3Wrong order placed
0.2Partial shipment damaged in transit






0.1Supplier cannot produce (external 
disruption)
Supplier delivered wrongly
Wrong instruction sent by M




Shipment delivered to plant B 
instead of plant A (Wrong place)
Shipment delayed

















Table 3.2: Classification of failure sources connected to the primary failure event 
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Table 3.2 above shows a simple single tier failure source identification for primary failure 
event- “Shortage of raw materials for production”. The probability is allocated based on 
historical data and allows us to keep track of the key vulnerabilities in the supply-chain. 
 
The failure sources can be further expanded using “Fault-tree analysis (FTA) technique to 
derive the exact source of the problem. FTA is a deductive analysis method that begins 
with a general conclusion (a system-level undesirable event or the primary failure event 
in our case) and then attempts to determine the specific causes of this conclusion. Based 
on a set of rules and logic symbols from probability theory and Boolean algebra, FTA 
uses a top-down approach to generate a logic model that provides for both qualitative and 
quantitative evaluation of system reliability. 
 
The undesirable event at the system level is referred to as the top event. It generally 
represents a system failure mode or hazard for which predicted availability data is 
required. The lower level events in each branch of a fault tree are referred to as basic 
events. They represent hardware, software, and human failures for which the probability 
of failure is given based on historical data. Basic events are linked via logic symbols 
(gates) to one or more undesirable top events. 
 
Thus, fault-tree analysis for each event can be used to improve supply-chain designs and 
reliability. (More on this in chapter 4) 
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Step 4: Once we have a clear understanding of the failure events and the primary cause 
of it, we can proceed to document the alternative mitigation actions. Table 4.3, shows 






















>100Cost of shut down6. Discontinue operations
90Cost of lost sales7. No action
60Cost of shifting 
production






3. Alternate port 
40Cost of 
procurement






Table 3.3: Classification of failure sources connected to the primary failure event 
 
The search for options can be further narrowed if we have information on the secondary 
failure event and the source of failure. 
 
For example, based on table 3.3, provided that there is no constraint on time and quantity, 
if there is a shortage of raw materials, the most cost-effective option is Option 1 – 
procure from alternate supplier in China. However, if we know that the cause of the 
original failure is route disruption from China, we would automatically eliminate this 
option 1 and instead order from the local supplier. 
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It is also important to capture the constraints, namely - quantity, time and costs involved 
in order to make an informed and appropriate decision. A systematic way to capture all 
possible options is to use another analytical tool, called the Cause-Consequence Diagram. 
The Cause-Consequence Diagram is developed from some initiating event (in our case 
the primary failure event), i.e. an event that starts a particular operational sequence or an 
event that activates certain safety systems. Cause-consequence diagrams have been well 
studied and used in academics and industry for reliability engineering, we will not be 
describing it in detail here. However, we will illustrate this with examples in the next 
chapter. 
 
Step 5: The final step is to systematically capture this information to create the case-base. 
It is important to spend considerable time and effort to create a comprehensive and clear 
case-base as the performance of the DSS system is greatly dependent on the quality of the 
case-base. 
 
3.4 USING THE CASE BASE 
CBR based DSS have been extensively studied in literature and various rules and 
methods for case retrieval and usage are in practice. We will not be describing the logic 
and mathematics behind the case retrieval process in this section, as it is similar to a 
generic CBR system used for any other purpose. 
 
Figure 3.4, shows a schematic diagram illustrating the use of the risk database (created as 





























options for risk 
mitigation
`
User selects root cause 
from list of possible 






Figure 3.4: Schematic diagram for using the proposed case-base 
 
Output 1: Root-cause with probability of occurrence 
 
In the first step, the user (the decision maker) enters the primary failure event using the 
case-base interface. The CBR then retrieves from the case all possible primary failure 
causes and displays this information on the interface. The decision maker then makes the 
appropriate selections of failure event, which then drill down the list of failures linked to 
the chosen event until the root cause is identified. This search follows the same logic of 






Output 2: Minimum total cost option for risk mitigation 
In the second step, once the decision maker has identified the route-cause in an iterative 
manner, the system will prompt for constraints to be entered. Upon doing so, the system 
will compute the least cost option i.e., the mitigation plan of action (Table 3.4).  
 
INPUT: Primary Failure Event PFi 
 
OUTPUT: Display list of possible Primary Failure Sources PFSi 
 
INPUT: Select Primary Root-Cause from list 
 
LOGIC LOOP (for analysis of root-cause):  
 
IF PFSi…n  has sub-set failure events THEN display list of secondary  
failure sources PFSij…(n+1) 
 
INPUT: Select Secondary Root-Cause from list 
 
ELSE display failure source as “Root-Cause” 
 
OUTPUT 1: Root-Cause of failure is PFSi…..n 
 
INPUT: Constraints Lead Time (T), Total Cost (C) and Total Quantity (Q) 
 
LOGIC (Linear Program to calculate minimum cost solution): 
 
 FOR  ΣTi ≤T and ΣQ = Q, FIND “Solution” with min ΣCi 
  
 
OUTPUT 2: Minimum cost option for risk mitigation 
 
 
Table 3.4: Logic Process and sequential steps to using the SCRM case database 
 
Feedback Loop: Both output 1 and 2 are inputted back into the system to update the 
database of cases as in a standard CBR “Revision” process. 
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3.5 MANAGING THE CASE BASE 
Once the case-base is up and running, we need to now address the concern as to who 
would be responsible for managing and maintaining the case-base? 
 
3.5.1 Definition of Integrated Knowledge Based Logistics Provider (IKL) 
 
No doubt, there is a need to have a single, accountable entity to take control of the 
decision processes within the supply chain sub-networks of demand, supply and service. 
We term entities, which take on this role within the supply chain as Integrated 
Knowledge-based Logistics providers or IKLs [24]. IKLs are master contractors who 
manage an entire logistics network for a company. Thus an IKL can be defined as a 
company that creates value in the supply chain network or in a sub-network, through an 
alliance of supply chain competencies, by exploiting information flows in the supply 
chain to optimize customer service and reduce supply chain costs. 
 
IKLs can be a dominant player within the supply-chain, for example, Dell operates as an 
IKL in its value-chain network, or they can be outsourced parties (experienced 3PLs). 
IKLs can emerge as intermediaries at various stages of the supply chain. On the supply 
side the IKL can manage inbound shipments, as exemplified by VectorSCM for General 
Motors and Exel for Ford (in Europe) amongst others. Similarly, there are consumer 
centric IKLs such as Amazon.com, UPS and others.  
 
At a slightly higher plane, there are IKLs, also known as channel masters, such as Dell 
and Cisco who manage the entire supply chain network inclusive of the demand, supply 
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and service chains. Certain private and public exchanges also can be identified as 
performing the role of an IKL. 
 
3.5.2 Selection of an IKL 
 
Some of the core competencies required to manage an IKL are: Relationship management 
with customers and partners; deep domain knowledge of the vertical industry and the 
country geography, laws and practices in which the suppliers are located; detailed 
understanding of processes being coordinated and the ability therein to redesign and 
automate material and information flows among the partners; and the ability to integrate 
IT systems and packaged applications software, among others. Also, the IKL is the 
company that synchronizes the planning processes across all supply chain partners. 
 
Further, the domain knowledge and access to information across the network will provide 
IKLs with capabilities for cross docking and merging in-transit opportunities and also for 
event management in case of disruptions such as supplier failure or delays in 
transportation due to weather problems. Thus IKLs can help create resilient supply 
networks, demand networks or service networks 
 
One of the questions frequently raised in the context of logistics in this knowledge-based 
age is: “Who can be an IKL?” Can it be an OEM like Dell, or a contract equipment 
manufacturer (CEM), like Solectron, or possibly a 3PL exemplified by UPS? Will the 
4PLs of the future evolve into IKLs providing a central data warehouse and 
synchronizing data between relevant parties?  
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 The answer depends on the sub network under consideration: supply network, demand 
network or service network. As the OEMs increase the volume of outsourced inbound 
manufacturing to CEMs it is being felt that the CEMs are better placed to control the 
supply chain information flow. On the other hand, the outbound flow dictates that the 
OEMs or the dealers are better placed to take control. 
 
3.5.3 IKL to manage risks in supply chains 
 
In the context of our SCRM framework, the IKL will be the owner and manager of the 
DSS tool. As the IKL will have connectivity with all network partners in the relevant 
supply chain, it can monitor key supply chain performance metrics and hence can detect 
any delays or disruptions earlier. IKLs can then inform the manufacturer and related 
parties accordingly and simultaneously initiate contingency plans again using their 
domain expertise to pool risks and resources and suggest the most cost effective 
mitigation action.   
 
Thus the use of IKL for SCRM, therefore has two key benefits: 
 
 Reduce time of detection of failures: As IKL would proactively monitor supply 
chain lead-times and other metrics, they would be able to detect any deviation to the 
supply chain as soon as it occurs. Also, as IKLs are industry experts and are 
connected to industry networks, any environmental or external disruption would also 
be proactively monitored.  
 
 57
 Pooling of resource to increase efficiency of contingency plans: By virtue of the 
integrated nature of the IKL, they can pool resources for contingency planning. For 
instance, if a particular IKL, is managing a few supply chains for a given industry, he 
or she can negotiate better prices from alternate supplier incase of a disruption to the 
entire industry supplier-base and thereby benefiting the entire industry. 
 
 
3.6 CHAPTER CONCLUSIONS 
 
In this chapter, we have proposed a novel and holistic DSS framework to manage risks in 
supply chain. The framework encompasses all aspects of risk management with particular 
emphasis on contingency planning. 
 
As part of the framework, we recommended a step-wise approach to create a knowledge 
base for supply chain risks end to end – from root-causes of failures to possible 
mitigating action of risk consequences. 
 
We also described how to use the database of cases and introduced the concept of an 
integrate knowledge based logistics provider to effectively manage and use the DSS to 
reduce supply chain vulnerabilities and increase efficiencies. 
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4 APPLYING THE FRAMEWORK  
4.1 INTRODUCTION 
In the previous chapter, a CBR based holistic decision support system for risk and 
vulnerability management in supply chains was proposed. A step-by-step approach to 
building and using a case-base of past and predicted failure events and outcomes in a 
supply chain was recommended. In this chapter, the aim is to apply this framework to a 
hypothetical supply chain of an imaginary company A and analyze the impacts of the 
proposed DSS tool on supply chain contingency planning. The focus is on contingency 
planning as opposed to supply chain design, as the later has been covered significantly in 
literature. Cause-consequence diagrams and simple linear programming tools on excel 
have been used to demonstrate the impact of the recommended system. Two different 
failure scenarios – Supplier failure and port closure are explored. 
 
4.1.1 Chapter Organization 
 
This chapter aims to study the impact of the proposed CBR based DSS on real-life 
scenarios of supply chain disruption. The chapter begins with a background on the 
company A and a detailed description of its supply chain is given in section 4.2. In 
section 4.3, we create a CBR for company A using our proposed methodology. We then 
go on to use the framework and measure the influence of the CBR on supply chain 




















































Inventory (250, $10, 0)
Inventory ( C1 500, $10, 0) 







Figure 4.1: Illustrative Supply-Chain for Company A3 
                                                 
3 Note: The quantity, cost and lead-times are for illustrative purposes only and may not represent real-life scale and proportion 
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4.2 BACKGROUND 
Company A is a medium-sized PC manufacturer based in the US. It has two assembly 
plants in the US west coast. It assembles PCs mainly to meet domestic demand and 
the rest is exported to Mexico. Its key supplier base is in Taiwan. Company A is 
aware of the vulnerabilities in its supply-chain having felt the consequences of a port 
shut down in the US west-coast and a disruption of its supplier base due to the Taiwan 
earthquakes.  
 
However, they are unable to systematically manage their risks. They suffered huge 
loses due to the west-coast port closure as they were unable to get their Taiwan 
supplies on time. So much so that Company A’s stocks plummeted by 50% and were 
exposed to a hostile take-over bid from a giant US PC manufacturer, known for its 
supply chain practices. Company A prides itself in the quality of its PCs and has a 
loyal customer base of high-end PCs and its shareholders are not willing to let it be 
bought over. The management wants to ensure that they minimize the losses from 
future disruptions in their supply-chain.  
 
Company A had engaged a 3-PL to manage their supply-chain activities but it has not 
been very effective due to the lack of visibility and appropriate DSS. Company A 
wants to explore other options of managing their supply-chain but are scared of losing 
the legacy of information that their existing 3PL possess. Unfortunately there is no 
one person within “Company A” with full knowledge of their supply-chain. Previous 
attempts to understand and manage their risks were not successful due to the 
complexity and lack of understanding of the supply chain. 
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4.2.1 Lack of DSS for Company A 
 
The senior management in Company A hired an external consulting firm to assess 
what went so drastically wrong with their supply chain strategy, especially since 
almost every other PC manufacturer had extensive supplier bases in Taiwan or 
elsewhere in Asia.  
 
The finding of the consulting firm highlighted that if Company A had a quick DSS 
system it would have been able to mitigate some of the damages from the two events. 
The consultants put together a fault-tree for Company A (see Figure 4.2), starting with 
the cost of lost sales as the primary failure event and highlighted that with the support 
of a DSS system and robust contingency planning, Company A could have prevented 
the losses from both the failure events. 
Cost of lost sales
Customer unwilling to wait Manufacturing process delayed
Overseas raw-materials
did not arrive





























Not covered in this paper
Lack of
DSS to arrange 
for alt. 
route in time
Figure 4.2: Fault-tree showing impact of DSS on Supply Chain Disruption 
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4.3 APPLYING THE FRAMEW0RK  
4.3.1 Description of Company A’s Supply-Chain 
 
Figure 4.1 shows Company A’s regular supply-chain. It also show the quantity, cost 
and lead-times associated with each step in the supply chain. The numbers are for 
illustrative purposes only and may not reflect real-life situations and scales. 
The supply chain can be segregated into supply, manufacturing and demand side 
chains. 
 
4.3.1.1 Supply Side 
 
Company A’s primary supplier base is in Taiwan. It has two first tier regular suppliers 




 Supplier 1 (S1): As shown in the figure 4.1, S1 supplies consolidated components 
to both the plants of company A. The components are sent by sea as consolidated 
shipment for plants A and B. The break-bulk happens at the US port and the 
shipments are then sent to both the plants separately.  
 
The unit costs for S1 and lead-time are consistent for both the plants. The 
quantities shipped are shown in Figure 4.1. In the case of Business As Usual 
(BAU), the lead-time for shipment is 10 days. 
 
 Supplier 2 (S2): Supplier S2, only supplies components to plant 2 for the high-
end PC manufacturer. S2 only has a relationship with the “high-end” 
manufacturing plant P2 and its shipment is monitored and managed 
independently. The lead-time for delivery is the same (10 days). 
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 Alternative Suppliers 
Supplier 3 (S3): There is a local supplier S3 that supplies emergency component 
parts to both P1 and P2. S3 can supply both components given substantial notice at a 
higher cost. Although S3 can deliver component 1 as well, the purchasing officer of 
P1 is not aware of this and S3 has historically only been used by P2. Table 4.1 shows 
the details of the cost, capacity and lead-time for S3. 
 
Inventory Buffer: Company A, follows a JIT manufacturing system carrying very 
little inventory buffer. The inventory sizes for P1 and P2 are shown in Table 4.1.  
 
Spot Market: In addition, components can also be purchased from the local spot 




Company A has two manufacturing plants P1 and P2. P1 produces low-end PCs and 
P2 produces high-end PCs for special industry use. P2 is the flagship product for 
Company A. 
 
4.3.1.3 Demand Side 
 
The assembled PCs are warehoused in a central distribution centre, which then 
delivers them to the respective customers. The distribution is done by land (both 
trucking and rail).  
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For the sake of simplicity, the third-party logistics providers (transportation, 
warehousing etc) are not explicitly mentioned in the supply chain. 
 
Plant Component Supplier Capacity Unit Cost Lead Time Total Cost Alternate Supplier Capacity Unit Cost Lead Time
P1 C1 S1 1,000      10.00$     10.0           10,000.0 Inventory 250               10.00$       -             
S3 1,500            15.00$       5.0             
Spot NA 18.00$       2.0             
P2 C1 S1 2,500      10.00$     10.0           25,000.0 Inventory 500               10.00$       -             
S3 1,500            15.00$       7.0             
Spot NA 18.00$       2.0             
C2 S2 5,000      7.00$       10.0           35,000.0 Inventory 1,000            7.00$         -             
S3 2,000            10.00$       5.0             
Spot NA 12.00$       2.0             
 
Table 4.1: Details of Company A’s Supply-Side Dynamics 
 
4.3.2 Case-Base for Company A 
 
Following the framework developed in Chapter 3 and the sequential steps to creating 
a case-base for supply-chain failure, we develop a case-base for Company A as shown 
in Table 4.2. The failure cases are for “Business As Usual” operation.  
 
The following are the key criteria with regards to the case-base (Figure 4.2 and 4.3): 
 The case-base only captures the tier one failures. A detailed fault-tree needs to 
then be drawn for each type of failure to capture the root cause of the primary 
source of failure. For instance, if supplier S1 cannot produce due to external 
factors, it could be either failure of its suppliers, it could be due to political 
tensions in Taiwan or it could also be environmental factors such as an 
earthquake; 
 Due to the law of mutual exclusivity and collective exhaustively, the sum of 
probabilities of primary failure causes is 1; 
 Judgment call was applied while evaluating the primary failure events. For 
instance, partial delivery of goods cannot be related to a compliance failure, since 
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compliance will be related to the whole shipment and cannot be applicable to the 
partial shipment order; 
 The delayed and cancelled orders are grouped together; 
 Care must be taken to ensure that the same failure source does not have different 
probabilities of occurrence. For instance any environmental disruption 
probabilities linked to different tops-events should all have the same probability 
number; 
 The probabilities are based on historical data: 
• Company A’s past failure records 
• Industry statistics 
 
4.3.3 Cause-Consequence Diagrams for Company A 
 
Detailed cause-consequence diagrams were drawn for each failure event to 
exhaustively capture the different alternatives and the costs associated with each one 
of them. Two of them will be described in the next section. 
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Node Supply Chain Function Primary Failure Event Secondary Failure Events Primary-Causes Probability
S1 to P1 Supply of raw-materials to 
Plant P1
No raw-materials for 
production in P1
Order delayed/cancelled Supplier S1 disrupted 
(Internal source)
0.30




Taiwan Port Closure 0.05
US Port Closure 0.05
Compliance Failure 0.20
1.00
Order partially delivered Supplier S1 delivered wrong 
quantity
0.50
Wrong quantity ordered 0.30
Partial shipment damaged in 
transit
0.10




Order delivered to plant P2 Wrong instruction to S1 0.6
Service provider failure 0.4
1.00
S1 to P2 Supply of raw-materials to 
Plant P2
Shortage of S1 for 
production in P2
Order delayed/cancelled Supplier S1 disrupted 
(Internal source)
0.30




Taiwan Port Closure 0.05
US Port Closure 0.05
Compliance Failure 0.20
1.00
Order partially delivered Supplier S1 delivered wrong 
quantity
0.50
Wrong quantity ordered 0.30
Partial shipment damaged in 
transit
0.10




Order delivered to plant P2 Wrong instruction to S1 0.6
Service provider failure 0.4
1.00
S2 to P2 Supply of raw-materials to 
Plant P2
Shortage of S2 for 
production in P2
Order delayed/cancelled Supplier S2 disrupted 
(Internal source)
0.25




Taiwan Port Closure 0.05
US Port Closure 0.05
Compliance Failure 0.25
1.00
Order partially delivered Supplier S2 delivered wrong 
quantity
0.40
Wrong quantity ordered 0.40
Partial shipment damaged in 
transit
0.10




Order delivered to plant P1 Wrong instruction to S2 0.6
Service provider failure 0.4
1.00
 
Table 4.2: Supply –Side Failure Events and Probabilities for Company A 
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Node Supply Chain Function Primary Failure Event Secondary Failure Events Primary-Causes Probability
P1 to PC 
Retailer
Delivery of low-end 
computer 
Delivery of low-end PC 
unfulfilled
Order delayed/cancelled P1 disruption (internal) 0.35
P1 cannot produce (external) 0.20
Delivery route destroyed 0.10
Delivery mode failure 0.25
Customer cancelled order 0.05
Others 0.05
1.00






Goods destroyed in transit 0.20
1.00
Order delivered to wrong place Wrong instructions 0.50
Service provider failure 0.50
1.00
P2 to PC 
Retailer
Delivery of high-end 
computer 
Delivery of high-end PC 
unfulfilled
Order delayed/cancelled P2 disruption (internal) 0.40
P2 cannot produce (external) 0.20
Delivery route destroyed 0.10
Delivery mode failure 0.2
Customer cancelled order 0.10
Others 0
1.00






Goods destroyed in transit 0.20
1.00
Order delivered to wrong place Wrong instructions 0.50
Service provider failure 0.50
1.00
 
Table 4.3: Demand –Side Failure Events and Probabilities for Company A 
 
 
4.4 CASE 1: EFFECT OF EARTHQUAKE IN TAIWAN 
4.4.1 Situation description: 
 
Both suppliers in Taiwan failed due to an earthquake that disrupted production 
operations. Therefore, P1 and P2 are now forced to resource their components needs 
to C1 and C2 from alternate sources i.e. Inventory, Spot market or Supplier S3.  
 
Given that Company A will choose to minimize additional cost arising from the need 
to purchase from alternate sources, Company A will first utilize inventory, and then 
purchase from either Spot market or supplier S3 depending on the quantity required. 
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4.4.2 Assuming no CBR System is in place: 
 
In the absence of a CBR system, P1 does not know that S3 can supply component C1 
at a rate that is lower than Spot Market. Therefore, P1 will fulfill its quantity 
requirement from Inventory (250 units) and the Spot market (750 units). 
 
Meanwhile, P2 will source if C1 and C2 needs from inventory, supplier S3 and the 
Spot market, in that order. However, since S3 only has a relationship with P2, P2 does 
not benefit from consolidated purchase agreements. 
The total cost of the purchases at S1 and S2 is listed in table 4.5 below.  
 
4.4.3 Assuming a CBR system is in place: 
 
P1 and P2 will still need to source the quantity of components required from 
Inventory, Spot market or Supplier S3. However, since there is complete visibility of 
the supply chain to Company A, Company A has negotiated better terms with 
Supplier S3 due to consolidated purchasing agreements. 
 
As such, P1 will source first from Inventory and then from Supplier S3 rather than the 
Spot market, thus benefiting from lower costs. P2 will source first from its inventory, 
then supplier S3 and thereafter from the Spot Market. 
 
S3 has the ability to produce 1500 units of Component C1 every 5 days; it takes 5 
days to deliver these components to P1 and 7 days to deliver to P2. As such, P2 will 
be delivered the entire first batch of 1500 units of C1 and P1 will fulfill its need for 
750 units of C1 through the second batch. This is possible since the second batch can 
be delivered to P1 in time to meet its requirements.  
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 Similarly, one batch of component C2 will be delivered to P2 from S3 in time and at a 
lower cost due to the consolidated purchasing agreement; the remaining 2000 units 
will need to be sourced from the Spot market as in the absence of a CBR system. 
The resulting costs are also included in Table 4.5 below. 
 
4.4.4 Comparison of costs with and without a CBR system 
 
As listed in table 4.5, costs for component C1 at P1 are significantly cheaper because 
of the lower cost of purchasing from S3 rather than the spot market. This is only 
possible because a consolidated view of the supply chain afforded by a CBR system 
that is centrally monitored. 
 
In the case of component C1 at S2, there is a small difference because of the lower 
cost of procuring from S3 because of the consolidated purchasing agreement which 
Company A was able to do through a holistic view of it supply chain – a direct benefit 
of the CBR system. As regards C2, there is no cost difference as the two scenarios are 
identical. 
Collectively, the CBR system allows Company A to significantly reduce the cost of 
procurement without impacting customer service delivery. 
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to take late delivery
Customer willing to 
take late delivery
Idle Mfg capacity 
sold & orders for 
other components 
cancelled
Idle Mfg capacity 
sold & orders for 
other components 
not cancelled
Idle Mfg capacity 
unsold & orders for 
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Idle Mfg capacity 
unsold & orders for 
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not cancelled
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other components
No cost impact
Holding cost for 
other components
Cost of unused 
manufacturing 
capacity
Cost of unused 
manufacturing 
capacity & holding 











Plant Component Qtty reqd.Time Alternate Capacity Unit Cost Lead Time Cost Lead time Alternate Capacity Unit Cost Lead TimeCost
P1 C1 1,000     10.0 Inventory 250            10.00$      -                             2,500.00$     -             Inventory 250         10.00$    -          2,500.00$    
S3 750            15.00$      5.0                              11,250.00$   5.0             S3 15.00$    5.0          -$            
Spot -             18.00$      2.0                              -$             2.0             Spot 750         18.00$    2.0          13,500.00$  
TOTAL 13,750.00$  16,000.00$ 
P2 C1 2,500     10.0 Inventory 500            10.00$      -                             5,000.00$     -             Inventory 500         10.00$    -          5,000.00$    
S3 1,500         15.00$      7.0                              22,500.00$   7.0             S3 1,500      17.00$    7.0          25,500.00$  
Spot 500            18.00$      2.0                              9,000.00$     2.0             Spot 500         18.00$    2.0          9,000.00$    
TOTAL 36,500.00$  39,500.00$ 
C2 5,000     10.0 Inventory 1,000         7.00$        -                             7,000.00$     -             Inventory 1,000      7.00$      -          7,000.00$    
S3 2,000         10.00$      7.0                              20,000.00$   7.0             S3 2,000      11.00$    7.0          22,000.00$  
Spot 2,000         12.00$      2.0                              24,000.00$   2.0             Spot 2,000      12.00$    2.0          24,000.00$  










4.5 CASE 2: EFFECTS OF US WEST-COAST PORT SHUT DOWN 
4.5.1 Situation Description 
 
Due to security concerns, the port on the United States West Coast where the ships 
could dock was shut down completely. This prevented all containers ships from 
unloading their cargo at the destined port. In order to meet customer service delivery 
standards without any delay in delivery of the finished items, Company A had 3 
options – reroute the ships to another port on the US West Coast, source components 
from Taiwan via air-freight, or procure locally through the spot market or Supplier 
S3. The option would need to be selected based on the cost economics of each choice. 
 
The rerouting delayed delivery of components C1 and C2 at P1 and P2 by 3 days with 
no additional cost to Company A. Flying in the components would allow Company A 
to meet its deadline by the cost of components C1 and C2 would increased by $3 per 
unit. 
 
4.5.2 Option 1: Reroute ships to another port 
 
4.5.2.1 Assuming no CBR System 
 
While Company A knows that there is port closure, impacting delivery schedule, there 
is no visibility on the exact delay. This forces Company A to procure the equivalent of 
the incoming batch locally. Therefore, C1 and C3 are sourced from Inventory, S3 and 
the spot market. This works out to a cost of $108,500; details are included in Table 
4.5. 
 
4.5.2.2 Assuming CBR system 
 
The CBR system allows Company A to know that the exact delay i.e. 3 days. 
Company A can therefore arrange to procure enough components to make up for the 
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3-day delay. Assuming a linear consumption of components at plants P1 and P2, this 
works out to about 100 units of C1 at P1, 250 units of C1 and P2 and 500 units of C2 
at P2. Therefore, Company A only needs to arrange from these quantities. Taking into 
account inventories of C1 and C2 at P1 and P2, the quantities to be purchased from 
supplier S3 are 50 units of C1 for P1, 250 units of C1 for P2 and 500 units of C2 for 
P2 respectively. 
This significantly reduces the additional cost to be incurred by Company A to 
$24,000; details are included in Table 4.5 below. 
 
4.5.2.3 Comparison of costs with and without a CBR system 
 
Using a CBR system results in cost savings of $84,500 with no impact on service 
delivery standards or delays in delivery to customers. The advantages presented by 
the CBR system are one of centralized information and visibility across the entire 
supply chain spanning suppliers, logistics, production facilities and warehouses. This 
is not to say that this knowledge does not exist in companies without a CBR system in 
place today. However, this knowledge is seldom centrally available and usually 
resides in one or two individuals, leaving the company unnecessarily dependent on 
these individuals. 
 
4.5.3 Option 2: Source components from Taiwan by air-freight 
 
4.5.3.1 Assuming no CBR System 
 
Company A understands that port closure will prevent it from receiving its 
components on schedule. However, since no contingency plan exits or is available 
centrally, Company A does not have an accurate idea of the costs of airfreight. 
Additionally, since it has never considered this mode of shipment, there are no agreed 
service standards with its suppliers in Taiwan. As such, Company A is forced to 
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source locally thought it might be more economical to airfreight components C1 and 
C2. 
This results in a total cost of $108,500 as listed in Table 4.5 below. 
 
4.5.3.2 Assuming CBR system 
 
The CBR system has made Company A aware of the risks of delivery issues via the 
traditional mode of sea-freight. As such, a contingency plan of air-delivering 
components C1 and C2 are in place albeit the unit costs are higher by $3. This higher 
unit cost is still cheaper than sourcing the components locally and does not introduce 
additional supplier risk. 
The cost of airfreight of components C1 and C2 amount to $90,250; details are 
included in Table 4.5 below. 
 
4.5.3.3 Comparison of costs with and without a CBR system 
 
As demonstrated, the centralized documentation of all supply chain information and 
supplier service standards can not only expedite component delivery but also work out 
to be more economical than sourcing the component locally. In addition, there is no 
new element of supplier risk if the source of components is unchanged. The savings in 
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Figure 4.4: Cause-Consequence Diagram for Port –Closure 
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Option 1: Reroute to another port in the United States - increase in delivery time by 3 days
Plant Component Qtty reqd.Time Alternate Capacity Unit Cost Lead Time Cost Lead time Alternate Capacity Unit Cost Lead TimeCost Addl.Cost
P1 C1 1,000     10.0 Inventory 250            10.00$      -             2,500.00$     -             Inventory 250         10.00$    -          2,500.00$    
S3 50              15.00$      5.0             750.00$        5.0             S3 15.00$    5.0          -$            
Spot -             18.00$      2.0             -$             2.0             Spot 750         18.00$    2.0          13,500.00$  
TOTAL 3,250.00$    16,000.00$ 12,750.00$ 
P2 C1 2,500     10.0 Inventory 500            10.00$      -             5,000.00$     -             Inventory 500         10.00$    -          5,000.00$    
S3 250            15.00$      7.0             3,750.00$     7.0             S3 1,500      17.00$    7.0          25,500.00$  
Spot -             18.00$      2.0             -$             2.0             Spot 500         18.00$    2.0          9,000.00$    
TOTAL 8,750.00$    39,500.00$ 30,750.00$ 
C2 5,000     10.0 Inventory 1,000         7.00$        -             7,000.00$     -             Inventory 1,000      7.00$      -          7,000.00$    
S3 500            10.00$      5.0             5,000.00$     5.0             S3 2,000      11.00$    5.0          22,000.00$  
Spot -             12.00$      2.0             -$             2.0             Spot 2,000      12.00$    2.0          24,000.00$  
TOTAL 12,000.00$  53,000.00$ 41,000.00$ 
GRAND TOTAL 84,500.00$ 
WITH CBR NO CBR
 
Table 4.5: Cost Savings from using CBR for Port Closure for Company A – Option 1 
Option 2: Reroute via Air Freight - increase in unit costs by $3
Plant Component Qtty reqd.Time Alternate Capacity Unit Cost Lead Time Cost Lead time Alternate Capacity Unit Cost Lead TimeCost Addl.Cost
P1 C1 1,000     10.0 Inventory 250            10.00$      -             2,500.00$     -             Inventory 250         10.00$    -          2,500.00$    
S3 -             15.00$      5.0             -$             5.0             S3 15.00$    5.0          -$            
Spot -             18.00$      2.0             -$             2.0             Spot 750         18.00$    2.0          13,500.00$  
S1 750            13.00$      3.0             9,750.00$     3.0             
TOTAL 12,250.00$  16,000.00$ 3,750.00$   
P2 C1 2,500     10.0 Inventory 500            10.00$      -             5,000.00$     -             Inventory 500         10.00$    -          5,000.00$    
S3 -             15.00$      7.0             -$             7.0             S3 1,500      17.00$    7.0          25,500.00$  
Spot -             18.00$      2.0             -$             2.0             Spot 500         18.00$    2.0          9,000.00$    
S1 2,000         13.00$      3.0             26,000.00$   3.0             
TOTAL 31,000.00$  39,500.00$ 8,500.00$   
C2 5,000     10.0 Inventory 1,000         7.00$        -             7,000.00$     -             Inventory 1,000      7.00$      -          7,000.00$    
S3 -             10.00$      5.0             -$             5.0             S3 2,000      11.00$    5.0          22,000.00$  
Spot -             12.00$      2.0             -$             2.0             Spot 2,000      12.00$    2.0          24,000.00$  
S2 4,000         10.00$      3.0             40,000.00$   
TOTAL 47,000.00$  53,000.00$ 6,000.00$   
GRAND TOTAL 18,250.00$ 
WITH CBR NO CBR
Table 4.6: Cost Savings from using CBR for Supplier Failure for Company A – Options
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 5 CONCLUSIONS 
5.1 KEY CONCLUSIONS FROM THESIS 
 
The recent large-scale natural and man-made disasters have highlighted the need for 
Supply chain risk management. However, given the increasing complexity of supply 
chains, and the still nascent state of the industry, there is a distinct lack of decision 
support systems in this area, especially in the context of risk mitigation and supply chain 
contingency planning in case of a disaster/disruption in the supply chain. 
 
In this dissertation, we have tried to address this issue by proposing a holistic framework 
for decision support and management of supply chain risks. 
 
Firstly, we categorized supply chain risks and developed a set of criteria for risk 
classification. The proper classification of risks is a prerequisite for developing a holistic 
risk management framework. Risk classification should be linked to the purpose of the 
classification, should be mutually exclusive and collectively exhaustive. In this context, 
we also classified the various risk management techniques currently in use and 
highlighted the advantages and disadvantages of each technique. Given the unique nature 
of SCRM i.e. the fact that it is experience intensive, its problems are still not fully 
understood, that there are a lot of exceptions to the rule, and capturing and transferring 




We developed a step-by-step methodology to create, use and manage a case-base for end-
to-end supply chain risk management. The creation of a case base of past and predicted 
cases of supply chain failures forms the basis of our framework. We suggest the use of 
analytical tools to capture the various sources of risk as well as to mitigate the 
consequences of these risks. The representation of this knowledge is very important in 
order to reduce the decision making time and thus the impact of risks. In short, the CBR 
leads to a more scientific approach to managing and mitigating risks in the supply chain 
and raises the efficiency of solving new problems. 
 
We have applied the proposed framework to study the impact on a simulated supply 
chain scenario. Results show that the proposed DSS can significantly bring down the 
consequence costs of various supply chain failure events. This is due to the following: 
1. Consolidated decision-making: CBR allows for consolidated decision making with 
regards to supply chain risks.  
a. Negotiation leverage: Consolidated decision making also allows for pooling 
of resources and in certain situations greater negotiation powers which allows 
for efficient utilization of resources and discount in services. 
 
2. Holistic decision-making: As supply chain risks are holistic and cannot be looked at 
in isolation to another, consolidated decision-making is very critical to ensure optimal 




3. Quicker decision-making time 
a. Centralized and comprehensive information repository: The centralized and 
easy and intuitive access to information provided by the DSS system, saves 
decision making time – critical to minimizing damages from supply chain risk 
outcomes. 
b. Documented contingency plans: The decision time is also reduced due to the 
fact that the past case and contingency plans are already captured in the 
system and hence minimal human interaction or expert opinion is required at 
the last minute. 
 
Thus, the proposed CBR based framework for SCRM is the first attempt at proposing a 
complete and comprehensive framework for understanding and managing all categories 
of risks. It is especially effective in contingency planning and was shown through 
examples to minimize of cost of failures. The CBR can be effectively managed through 
an integrated decision maker and management body either external or internal. 
 
5.2 FUTURE RESEARCH 
 
The following areas of future research related to this dissertation would provide better 
understanding of the proposed framework: 
 Further develop the CBR framework to add more details and clarity around the 
creation and management of the case-base. Further understand the effect of different 
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rule-based reasoning systems and various search and retrieve criteria to and their 
suitability in the supply chain context. 
 Use available CBR simulation tools and integrate with mathematical models to assess 
the effectiveness of the proposed framework in supply chain design. 
 Extend and explore the concept of an IKL and study the impact of risk pooling and 
possible savings through this model. The concept can be further developed to 
understand what kind of capabilities, information system and other enablers would be 
required for this concept to work. 
 Compare and contrast the proposed framework to other available risk management 
tools currently being used. 
 Further develop detailed case studies to make them as close to real life cases as 
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